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Many-core processors: GPUs
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Memory safety errors in parallel programs
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Errors can be security critical as GPUs are widely deployed

WebCL and RenderScript — emerging standards for GPUs
In web and embedded programs



GPUVerify: static verification for GPU
kernels

Leverages dramatic advances in static verification to:
- Find defects

- Prove absence of defects

INn many-core software

Industrial support from: ARM Mﬁ(ggearCh

Industrial impact: ARM Mali Graphics debugger
QT 3'd party showcase

imagination

AMDO < Identified software defects

NVIDIA.



Activities to aid transfer to industry
Supported by

Engineering (it really works) E PS RC

Pathways to Impact project

Video tutorials

GPUVerify: Introduction and overview

@ http://risedfun.com/GPUVerify-OpenCL L~a n WiFi : Powered by The Cloud

3 Find: gchg Previous MNext |Optinn; v|

& GPUVerify-OpenCL @ risef

Imperial College

gpuverify-opencl

Is this OpenCL kernel correct?

1 //--local_size=1824 --global_size=1824

2

3 /%

4 * The intention of this kernel is to increment each
5 ¥ element of 'A" with its neighbouring element,
6 * 'offset’ places away.
7
8

*GPUVerify: Introduction & overview

*

* Can you spot the deliberate data race bug?
o

Web I n terfac e fo r to O I S 11 _ kernel void add_neighbour( local int *A, int offset) |

12 int tid = get_local id(e);
13 A[tid] += A[tid + offset];
14 }

15
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Community recognition for tech transfer
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Community recognition for tech transfer
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Systematic concurrency testi

ng
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SCT Tool
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Apply state-space reduction and
schedule prioritization to find bugs




Systematic concurrency testing:
engagement with industry / government

- t l High assurance device drivers
( lnie ) (2 funded PhD students)

‘ {' ~~ Security vulnerabilities in
GCHQ | concurrent software (PhD funding)

Gave recent talk about our

k, followi
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concurrent Android apps
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Compiler vulnerability analysis

Random differential Random.c
testing \
? clang Mlcrosoft} [ Intgl }
compiler compiler
|
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Pioneered by Csmith, University of Utah

h

We are lifting this idea to C
many-core compilers

Discovered defects so far in GPU compilers from all major
vendors



Many-core memory models

With:
Not enough time to talk about it! - Jade Alglave (UCL)
: : L - Mark Batty (Cambridge)
We have discovered issues with: - Ganesh Gopalakrishnan
OpenCL 2.0 memory model (Utah)
Jeroen Ketema
Published code examples (Imperial)
_ _ - Daniel Poetzl (Oxford)
Compilers from main vendors - Tyler Sorensen (UCL)
: John Wickerson
GPU chips (Imperial)
All could lead to security vulnerabilities _/\g\\g‘
‘A 21

interactingwith KHRCONOS HSA

GROUP FOUNDATION

Builds on pioneering C/C++11 work by
various authors including Mark Batty
and Peter Sewell

(Cambridge)
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Want to know more? Get in touch!

alastair.donaldson@imperial.ac.uk
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